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Technologies Prohibited by Regulation Policy 

Purpose: The purpose of this policy is to define information security controls around 
systems, services, and technologies prohibited by regulation. 

Scope: This policy applies to the Texas State University System (TSUS) and its 
component institutions. All users are responsible for understanding and observing 
these and all other applicable policies, regulations, and laws in connection with 
their use of the institution’s information resources. 

Application: The statements in this document establish the minimum requirements for each 
component institution. At the discretion of the component institution, more 
stringent, restrictive, or enhanced requirements may be established.  

Management: This policy is managed by the TSUS Information Security Council and will be 
reviewed at minimum every five years, or more frequently as needed, by the 
chief information security officer and appropriate component institution 
information security officers. 
 

Exceptions: Unlike certain security controls, policies, standards, and other requirements of 
TSUS components, the regulatory nature of the prohibitions described by this 
policy significantly limit or prevent exceptions from being granted by a 
component institution’s information security officer, individual department 
heads, or other Personnel. Exception requirements for Prohibited Technologies 
are addressed in section 9 of this policy. 
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2.5 Mobile Device: A portable computing device that has a small form factor such that 
it can easily be carried by a single individual; is designed to operate without a 
physical connection (e.g., wirelessly transmit or receive information); and is 
powered on for extended periods of time with a self-contained power source. 
Mobile Devices may also include voice communication capabilities, on-board 
sensors that allow the device to capture (e.g., photograph, video, record, or 
determine location) information, and/or built-in features for synchronizing local 
data with remote locations. Examples include laptops, smart phones, tablets, smart 
watches, and e-readers. 

2.6 Personnel: Employees or contractors of the TSUS or its components. 

2.7 Prohibited Technologies: Any technologies listed on the Department of 
Information Resources’ Prohibited Technologies List, including, but not limited to, 
certain software, hardware, companies, telecommunications devices, and 
equipment. 

2.8 Sensitive Location: Any physical or logical (such as video conferencing or 
electronic meetings) location 

https://dir.texas.gov/information-security/prohibited-technologies
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3.1.3 Designate an institution-defined individual as responsible for 
managing, developing, documenting, and disseminating institutional 
procedures 
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